Cyber Threat Defender Attacks Quiz

Fill in the Blanks using each term from the Legend Bank Only Once. Choose
the answer that best completes the sentence.

is an attack that occurs when someone clicks on a link
which ran a program that encrypted all of their files and left a message
demanding payment to get those files decrypted.

is one of the most basic breaches in
cybersecurity. Someone on the network has been targeted an exploited.
Their login data has been used so it appeared they were a legitimate
user. The hacker has stolen critical data.

. This is an email-specific attack. Someone on your network opened an
email that appeared to be from a friend with a specific Subject Line. This
is called the and it contains a file that
destroyed system files when opened.

is a specialized attack that creates emails
specifically to look more convincing to fool them into revealing sensitive
information.

. Attackers will use a attack to shut down a
specific system. By overloading the system, it is now not functioning and
no work can be accomplished on it.

Legend Bank

A) Spoofing/Hacking D) Denial of Service (DoS)
B) I Love You Virus E) Ransomware
C) Spear Phishing
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