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Cyber Threat Defender™ | The Collectible Card Game

Introduction

In Cyber Threat Defender (CTD), the cybersecurity
collectible card game, the goal is to build your
network as quickly as possible so you can “do more
business” and gain more points. While you are doing
this, you have to remember to defend your network
because your opponent is going to try and disrupt
your systems and network. For every attack there

is a defense. For every defense there is an attack to
get around it. The player with the most complete set
of security defenses will be the one who is able to
protect their critical systems and emerge victorious.

Preparation..................... 3
Game Objectives . .. ........... .. 3

CardTypes ..................... 4

Players Turn................. ... 8
Building a CustomDeck . .. ... .... 17
Rebuilding a Starter Deck . . . . . ... 18

Thank You to Our Sponsors . . ... .. 18

TABLE OF CONTENTS

CIAS Marketplace . . .. ........... 19



A. You will need to have paper and

pencil, or some other way to keep Cyber Th reat
track of scores. Defender

B. All players will need to have their own The Collectible Card Game
CTD deck of at least 50 cards.

C. Players may add to their CTD deck
by way of booster cards. Customizing
is allowed.

D. See the Player Options section for
alternative ways to play the game.

Starter Deck

Game Objectives

A. The game is played until a player obtains at least 30 points. If both
players reach 30 points during the same round, then the player with the
highest total wins. If both have the same total after reaching 30 points in
the same round, the game continues until one player has more points
than their opponent (with more than 30 points).

B. If a player has no cards in their deck and they must draw a card, they lose
the game.

C. If a player has -45 points or less at the end of a round, they lose the game.

D. Points are calculated at the end of each round.

Game Over

DefenderBot WINNER: ChaoticBot

Points Earned Points Earned

18 oK 35

Note: Image taken from PC Version of Cyber Threat Defender.
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t Cards

CTD Card Types

These are your primary cards to build your network infrastructure. They
represent the core of your physical assets you would encounter in a business
or organization. Your starting cards are the foundation of your network.

Asset - ISP

Establishes a connection to the Interne

# | through an Internet Service Provider (l

This card allows you to put 2 Desktops 4
Servers in play. You cannot gain points
unless you have at least 1 ISP Connecti
n play.

—/©,2020 The Unielsity of Téxds.atSsh/Adton!

Defense Cards
These cards are utilized to protect your network just as you would at
home or in an organization. Defenses must be kept up to date. Failure to
do so could have significant consequences for your network.

A typical desktop computer that can be
used to connect to the Internet through
an Internet Service Provider (ISP).

You receive 1 point each round this zard is,
in play.
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Defense - Encryption

You activate encryption on your wirele:
device. This scrambles the signal so thal
attackers can't listen to your wireless
traffic.

Select a Wireless Network card that you
have in play and attach this card to it.

Defense - Software

You configure host-based firewalls on all
# | of your systems and servers. Firewalls
typically establish a barrier between a
trusted internal network and untrusted
external network, such as the Internet.

While in play, this card counters and
fd | prevents Attack — Denial cards targeting

ity of Texds.at SaAROnic

&

his card allows unlimited Wireless §
ards to be put into play.

/02620 THE Uniyelsity of Texds.

You have received a notification that
Pl there is a critical update to your operaf
B |system (05). It patches a securit

R vulnerability that would allow attacke
R | take over your computer.

This card will prevent 1 "Forgot to Patd
05" event card, but this card must be i
play before the Forgot to Patch OS evel
card is played. You may only have one
this card in play.

Wireless Router @
LTS 3

A typical laptop computer that can be
used to connect to the Internet via a
Wireless Router.

You must have a Wireless Network type

card in play before playing this card. You

receive 1 point each round this card is in
of

/0,220 THe Univelsity of Téxas.at.Ssh/Aftonig.

0S Update/Patch

Defense - Software

—_—
You install or update anti-malware and
anti-virus software on your computer
systems. This prevents known viruses and
other malicious software (malware) but
needs to be updated periodically.

This card removes all Attack - Malware
cards targeting you and remains in play.
While this card is in play, you cannot be
the target of Attack - Malware cards. You
may only have one of this card in play.

5.2t SEAROn



Attack Cards
These cards represent the various disreputable forces that exist on the
Internet today and not the player playing the card. Each of these cards
can be protected against with proper use of your defense cards.

Attack - Malware

Attack - Denial

A\
Attack - Denial

‘Attack - Hack

Your opponent.
% | email virus. It a
from a friend wj
but contained 3
destroyed syste

Select an oppor

4| 1 point per rou
countered and

2020 THe Univ

by the "l Love You"

‘Attack - Phishing

These attacks use a variety of methods to

Attack - Malware

An attacker has launched a Denial of
SRR 252inst v

our opponent pcked abad o ek

Your opponent respanded o an emal

| asking for their security / log
|nfortaation, The attacker cah now access ||
Your opponent's account and system.

Select an opponent. That opponent loses

2 points each round for 2 rounds. Remove |

ot this card from play after 2 rounds.

¥ _0.2020 THE Universty of Texks.at SSARIONIEZ ¢

Event Cards
These cards can help or hinder your network. These are various
scenarios or events that take place in the real world. Carefully played,
these cards can lead to a winning strategy. NOTE: Events cards can be
played at any time, except during scoring, and there is no limit to the
number that can be played per turn. Additionally, Event cards are not
counted as part of the three cards that can be played during a turn.

Event

Your opponent has downloaded a game

# | which is actually a Trojan Horse, a type of
malicious software (malware). While the
game is played, the program is also
sending copies of files to an attacker.

Select an opponent. That opponent loses

st | 1 point per round until this card is

countered.

Event

An attacker has been listening to the

# | wireless transmissions of your opponent.
The attacker has collected critical files and
login data and can now access your
opponent's systems.

Select a Wireless Network card that your
opponent has in play. Your opponent
loses 2 points each round for 2 rounds.
Remove this card from play after 2
rounds

¥ 10,2020 THE Univeisity of Texds . SaARIanio~
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| Remove this card
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[You attended a security training course to
learn about ways you can improve your
security.

Select either a Password Cracked or a
Phishing card that an opponent has in
play. When played, both this card and the

. target card are discarde

Your opponent did not update their virus
and malware signature database.

means they are vulnerable to recent virus
and malware attacks.

Select 1 Anti-Malware/Virus card that
your opponent has in play. Both this card
and the target card are discarde

You attended a special security training

course that taught you all about popular
email scams 5o that you don't al victim
to those attacks.

Select an Attack - Phishing card that is in
play and affecting you. Both this card and
the target attack card are discarded

2620 TS Univesty of Texhsat SNAIONEAEY




gzusl Anatomy of a Card

A description of information found on a typical playing card:

N 4dlJ) | e \\\\ v vy

Card —»> <—Point Value
Name ) =
§§§

p——

Ca rd Type —> [Asset - System
A typical desktop computer that can be

) | used to connect to the Internet through 4_ Ca rd

an Internet Service Provider (ISP). .
You receive 1 point each round this card is Informahon
Ca rd » in play. =l

Abilities

_,©.2020 The' University of Téxas,at.San/Antonic

N AlT] LN\ r
A. Each player places one (1) Asset - System and e

one (1) Asset - Service Provider card face up =
on the table to start their network. (see i
figures to right) From the starter deck, the
Desktop Computer and ISP Connection are
your starting network, which you must

defend. | memet S

You receive
in play.

B. Players then shuffle the rest of their cards
and deal themselves 7 cards. The remaining
cards are placed face down in the Draw Pile.
A Discard Pile will be placed next to the Draw P S —
Pile when a card is discarded. gsjizgsrsyg‘uprlxgev;ul;:?tnffs%alcnog?\g‘c‘tsion —

I |in play.

Establishes a connection to the Internet
% [ through an Internet Service Provider (ISP).

C. Decide who will go first. The turn order will
remain the same for every round of play.

¥ 0.2020 THe UniVelsity of Texas.atSahARtNIE~ <
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A. A round consists of one turn
for each player.

B. At the end of each round,
scores are tallied. Each player
will add the points gained
from cards in play.

Keeping Score

C. In the images below, the active player
would gain 1 Point from the Desktop
Computer, 1 Point from the ISP Connection
and 1 Point from the Laptop Computer that
is connected to the Wireless Router. For this
turn, the active player is awarded 3 Points.

Additional Player Notes

A. Sharing One Deck Between
Two Players:
Cyber Threat Defender (CTD) is
designed for each player to have
their own deck. However, if two
players have only one Starter Deck
to share, they can either randomly
distribute or remove one copy of
each of the following cards:

Desktop Computer; Laptop
Computer; OS Update/Patch;
Poor Encryption Key; Security
Training

The rest of the cards can be split
evenly between each player.

B. More than two players can
compete in a game of CTD. The
rules are the same, but the

game may take longer to complete.

C. Number of Cards Allowed Per Hand:

During a turn, a player may choose to
play up to three cards or choose to
NOT play any cards. They must,
however, discard and draw cards.
Example: A player chooses not to
play any cards, but they already have
seven (7) cards in their hand. They
must discard two cards and must
draw two cards from their draw pile.

. If Your Turn is Skipped:

If your turn is skipped, or a card
states you receive no points this
round or turn, you do not receive
any points for assets that you own
this round. If any other card gives
you points, you may keep those
points. Additionally, you may still
gain these points at the end of the
round as normal.



== A Players Turn

Step |

Start of the game. Each player puts out one (1) Asset — System and

one (1) Asset — Service provider card (in image below, a Desktop Computer
and an ISP Connection). Players then shuffle their decks and draw seven cards.
Player One goes first.

JE‘PUEPG .
1eaJyl JagAd

Cyber Threat
Defender

Step 2

Up to three non-Event cards can be played during a turn. Player One puts a
Spoofing/Hacking card into play. This counts towards the limit of three non-
Event cards that can be played during the turn.

V¥V Player One’s Hand

Cyber Threat
Defender




Step 3
Player One puts a Wireless Router card into play. This is the second of three
non-Event cards that they can play.

Step 4
Player One puts an Encryption card into play. This is the last non-Event card
that they can play.




cybErE'll—'le\rEEt A Player‘s Tur“ (continued)

Step o
Player One uses a Budget Increased card, which is an Event card that can

be played at any time and does not count toward the three card limit, and
attaches it to their Desktop Computer.

Budget Increased card attached
to Desktop Computer card

Step b
Player One decides to end their turn. They do not have more than five cards in

their hand, so they do not discard any cards from their hand. They proceed to
draw two cards from their draw pile, and their turn ends.




Step 7

It is now Player Two's turn.

Japuajag
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A Player Two’s Hand

V¥ Player One’s Hand
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Step 8

Player Two uses their Poor Encryption Key card, which is an Event card that can
be played at any time, and targets the Encryption defense card of Player One.

o) |-




Step 8

Per the effect of the Poor Encryption Key card, it is discarded along with
its target.

|cyperthreat |
\ befender |
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Step 10

Player Two puts a Wireless Sniffing card into play (which was not usable when
Player One had Encryption in play). This counts toward their three non-Event
card limit.




Step Il

Player Two puts a Firewall card into play, which removes from play any
Spoofing/Hacking cards that affect the owner of the Firewall card. This is the
second of three non-Event cards that they can play.

Step 12
Player Two puts an “I Love You” Virus into play. This is the last non-Event card
they can play for this turn.




Step 13

Player Two uses a Power Outage card, which will affect Player One in the
next round.
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Step 14

Player Two decides to end their turn. Since they do not have more than
five cards in their hand, they simply draw two cards and end their turn.




Step 19

At this time, the round has ended. It is now time to update the players’
scores. While scoring occurs, no cards can be played by any player.
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Step 16

The score at the end of the first round is: zero points for Player One, two
points for Player Two.

; 2 Pts for Player Two

-3 Pts for Player One —»
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Getting Started Custom Deck
To play Cyber Threat Players may
Defender, you need a customize their
starter deck for each deck by collecting
player. Booster Packs.

Have 4

or Fewer Copies of
Any Card Name in

(OUIBEES Have At Least
One (1) Asset - System
card and One (1) Asset -
Services Provider Card

Unlimited

No. of Booster Cards ::lmmfpgmd
that can be Added to a : 0. or Caras
ina Deck

Starter Deck

additional decks or booster packs/cards,
TO O rd e r visit CIASMarketplace.com.




& 4 Rebuilding the Starter Deck

Below is a list of card types, along with the quantity of each, needed to
rebuild your starter deck.

(1) Dedicated Server (3) Anti-Malware/Virus

(3) Desktop Computer (2) Backup Power Generator
(3) ISP Connection (2) Encryption

(3) Laptop Computer (4) Host-based Firewall

(2) Wireless Router (3) OS Update/Patch

(3) Advanced Persistent DoS
(2) Denial of Service (DoS)
(2) “I Love You” Virus

(2) Password Cracked

(2) Phishing

(2) Trojan Horse

(2) Wireless Sniffing

Thank You to Dur Sponsors

The CIAS is committed to providing Cyber Threat Defender: the Collectible
Card Game to classrooms across the nation at no cost to middle and high
school educators. We would like to take this opportunity to thank our CIAS
K-12 Cybersecurity Program supporters for their continued role in helping this
unique program continue to grow.
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CIAS Marketplace

The CIAS online marketplace is a one-stop shopping experience that enables
players to purchase additional starter decks, booster packs and game
accessories. Here is a snapshot of the various Cyber Threat Defender cards
and accessories available at CIASMarketplace.com.

Cyber Threat
Defender

The Collectible Card Game Cyber Threat Defender
Data Care

Booster Pack Cyber Personnel Booster Pack
Contains 12 Playable cards

Starter Deck

Cyber Threat Defender Cyber Threat Defender

‘Ndvanced Threat Booster Pack CyberPatrl oster Pack
Contains 12 Playable cards 9 .

Game Mat ¥

Cyber Threat

Defender
Events




We'd Love Your Support!

By sponsoring Cyber Threat Defender, you are helping
students nationwide learn the basics of cybersecurity in
a fun and engaging game that will prepare them for their
future in cybersecurity!

Cyber Level sponsors will receive a set of branded booster
packs in addition to a custom sponsor card that is integrated
into the game! For more information, or to sponsor the
Cyber Threat Defender card game/PC version, please visit
CyberThreatDefender.com.
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Note to Security Professionals
In developing this game, we recognize that we have taken some liberties
with how things actually work. We have attempted to keep true to the spirit
of computer security, but for playability reasons have slightly modified how
things might actually work in reality. We believe, however, that the game

is close enough that individuals playing the game will be able to gain some
understanding of basic computer security concepts.



